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DEPLOYING RESEARCH COMPLIANCE ANALYTICS:  
TURNING AN AUDIT INTO AN ASSET 
 
Data analytics plays an increasingly important role within research organizations. It can be 
used as a proactive tool for self-governance, or it can be used as a reactive one in response 
to an audit. In both instances, this maxim holds true: Knowledge is power. 
 
The National Science Foundation’s (NSF) deployment of the Data Analytics Audit is a prime example of 
the increased prevalence of data analytics in research administration compliance.  
 
An analytics “audit,” whether initiated by a regulatory agency or proactively by the institution itself, has 
the potential to offer prescriptive insights. Drawing upon best practices developed through supporting top 
research institutions with the Data Analytics Audit process, Huron leverages the use of data analytics to 
strengthen and fortify research compliance, while also promoting favorable audit outcomes. 

IDENTIFY THE RED FLAGS
Throughout the sponsored award lifecycle, there are dozens of financial and regulatory risks1, and institutions must 
consider how to identify and monitor them effectively. To start, there are a couple key questions to consider:
 

• What are the highest risk areas for grants administration? 
• How can an organization set up automated controls or monitoring mechanisms to  

identify risky patterns or detect transactions that may spark heightened scrutiny?

But before thinking about the second question, consider some of the areas that have been highlighted as findings 
in recent NSF Office of Inspector General (OIG) Data Analytics Audits. These findings correspond to unallowable, 
unallocable or unreasonable costs, or inadequate documentation. In particular, some of the recurring questioned 
costs in draft audit reports included transactions or expenditures related to the following:

• Senior personnel salaries and the “Two-Month” rule  
• Summer salary 
• Cost transfers 

Knowing what costs are most likely to raise red flags, and their prevalence and patterns within an institution’s 
research portfolio, empowers that institution to get a head-start on preparing a compelling audit response. 
Further, understanding an institution’s risk “heat map” allows leadership and research administration management 
to target training of researchers and staff, focusing resources and prioritizing the areas with the highest risk, 
thereby proactively mitigating risk across the entire institution.

• Equipment  
• Participant support costs 
• Travel (meals, conferences and foreign travel)
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Understand Compliance Trends: 
Data Analytics Audits
It’s instructive to have an understanding of the 
various factors impacting the use of data analytics 
in today’s current research compliance environment 
and of the role they will play moving forward.

The OIG for sponsoring federal agencies, including 
the NSF and Department of Health and Human 
Services (HHS), continually modifies auditing 
practices to keep pace with regulatory trends. 
Some of the management challenges from federal 
sponsors include2:

• Improving grant administration

• Misuse of grant funds

• Encouraging ethical conduct of research

The NSF responded to these challenges by 
developing and deploying the Data Analytics 
approach to audits. If an institution is flagged via an 
algorithm as having atypical spending patterns, it 
may be selected for a more thorough audit, where 
100 percent of costs incurred are tested. Using 
data analytics, the NSF auditors run transactional 
reports to identify questionable spending patterns 
and quickly detect costs that are more difficult to 
support as direct charges, or tend to require more 
supporting documentation to prove allowability or 
allocability. 

Every expense and operational decision is subject  
to review, and even the most diligent of institutions 
can be caught off guard by what the findings reveal 
about their true practices and operations. Further, 
time spent preparing a response and managing 
the audit process poses a significant burden to the 
auditee, in addition to the possibility of potential 
findings and required paybacks.

Of note is the debate within the research 
community over the NSF’s use of data analytics 
as an audit approach. High-profile cases illustrate 
significant discrepancies between the initial 
findings and final resolutions, leading interest 
groups, including the National Academy of Sciences 
(NAS), to call for greater oversight and controls  
for the audit process and an appeal to Congress  
to intervene.  

Other Research Compliance 
Trends
INTERNAL CONCERNS:
• Strong institutional expectations for growth

and growing research volumes

• Greater complexity in fiscal management

• Increased focus on accountability

• Lack of preparation for the scrutiny that a
federal audit or investigation entails

• Reduced resources to fund research
administration operations

• Outdated technology and business processes

EXTERNAL CHALLENGES:
• Decreased federal and non-federal funding for 

sponsored research

• Ever-increasing volume of federal reporting 
and transparency requirements

• Finalized Uniform Guidance, modified conflict 
of interest (COI) regulations and Responsible 
Conduct of Research (RCR) requirements

• Steady stream of federal audits and 
investigations in the university research area

• Focus on internal controls during the
Single Audit

• Increased number of proactive compliance 
site visits 

REGULATORY TRENDS3:
• Recoveries from federal investigations/

audits by sponsoring agencies are
significant and receivables resulting from
penalties increased in recent years

• As an example of recent enforcement activity
in 2016, the HHS OIG reported $5.7 billion in
financial penalties resulting from federal audits
and investigations of all the HHS programs
(Medicare/Medicaid, Public Health Agency
reviews, Human Service Agency reviews,
other HHS-related reviews) consisting of:

–– $1.2 billion in audit receivables

–– $4.5 billion in investigative receivables

• In 2016, the number of annual criminal
actions against individuals or entities totaled
844 and 708 civil actions, respectively.
These actions included false claims and
unjust-enrichment lawsuits filed in federal
district courts, civil monetary penalty
settlements, and administrative recoveries
related to provider self-disclosure matters
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Institutions have also objected to the NSF’s practice 
of publicly posting initial findings, claiming that 
final resolutions often result in only a minimal 
portion of the original findings upheld by the NSF 
and rarely receive the same visibility or publicity, 
thereby impacting an institution’s reputation. 

Despite the controversy, the NSF remains 
committed to its use of data analytics in the 
interim and continues to adjust and improve its 
algorithms. The agency has made one significant 
concession, however. In the NSF Semiannual Report 
to Congress, released in December 2016, the OIG 
disagreed with the NSF Audit Follow-up Official’s 
continued decision to overrule findings related to 
the two-month salary limit, but stated it  
will not refer similar findings related to this rule in  
the future.

Even as these issues are debated and discussed, 
institutions should continue to prepare for and 
respond to audits. The audits not only scrutinize 
spending on the NSF awards and identify 
unallowable transactions, but could also identify 
weaknesses in the institution’s internal control 
environment and strain scarce resources in  
the process. 

Apply Huron’s Analytics to Your 
Institutional Data
Huron’s new data analytics tool and service offering 
provides research compliance data analytics to 
institutions, both reactively (in response to an audit 
notification) and proactively (as self-monitoring). 
Organizations can, therefore, target transaction 
areas (specific awards, Principal Investigators 
(PIs), departments) for in-depth review and better 
allocate limited resources. This enables them to 
resolve problems, in what may be a limited amount 
of time, as opposed to using those resources 
to blindly sample hundreds of thousands of 
transactions and hope they get lucky in identifying 
the problem areas. 

On the reactive front, an NSF data request includes 
a data download of all general ledger transactions 
posted to the NSF award over a specified period. 

KEY HIGH-RISK INDICATORS 
IDENTIFIED VIA DATA ANALYTICS: 
• Uncertified effort reports

• High-risk expenditures at the end of the grant

• High-risk expenditures that vary from awarded
budget

• Cost transfers

• Late-posting charges

• Accelerated or decelerated “burn rates”

Auditors then review all transactions provided 
using automated tools. Huron performs an internal 
simulation mimicking the NSF’s tests on the same 
data set in parallel, enabling institutions to identify 
high-risk areas in advance of the next phase of 
the audit. Institutional management can then brief 
faculty and leadership stakeholders, and where 
possible, take advance action to correct any areas 
of non-compliance identified (such as an alcohol 
purchase that slipped through the cracks).

On the proactive side, Huron partners with 
institutions to implement our data analytics tool 
as a cornerstone of an organization’s research 
compliance program, incorporating our knowledge 
of compliance risks and transactional indicators, 
including some of those same areas incorporated 
into the NSF Data Analytics Audit. We customize 
our analytics tools to implement compliance 
tests that institutions may run on-demand as 
part of a self-monitoring protocol. These internal 
analyses can uncover potential red flags such as 
questionable spending patterns, potential changes 
in project scope, recurring transactions and more. 

Research organizations are then better equipped 
to develop targeted training programs for staff 
members that can course-correct questionable 
activities. The biggest advantage to deploying 
data analytics is that the review process is 
comprehensive and automated. Institutions can 
ensure their limited research compliance resources 
are focused on the areas with the most risk and 
where intervention efforts will add the most value.
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Huron Data Analytics — Sample Results4

Summary
Despite inconsistent audit resolutions, the NSF’s 
use of data analytics to drive audits is likely paving 
the way for other federal agencies to follow suit. 
Rather than viewing this trend as a burden, research 
institutions may leverage it as an impetus for 
change. Proactive reviews using Huron’s 
customizable  data analytics tool can quickly 
pinpoint practices most at risk based on 
transactional characteristics while informing the 
institution’s action plan to resolve them.

As the saying goes, “Timing is everything.” Better  
to proactively identify risk internally and take action 
on transactions requiring further investigation than  
be unprepared for an agency audit that diverts 
resources with little last-minute impact at a 
most inopportune time. Proactive use of data 
analytics can strengthen a research organization’s 
compliance program, minimize financial risk and 
reduce future audit liabilities. 

Learn More
How does your research compliance and data 
analytics strategy stack up to your industry peers? 
How can Huron’s data analytics tools augment your 
compliance program? Contact Huron to learn more.

the huron difference
Huron’s Higher Education Research practice has 
partnered with 550+ institutions for a total of 
3,500+ engagements — including 95+ of the top 
100 research institutions. Our experience stems from 
having actual practitioners who understand the 
issues facing research administrators at universities, 
academic medical centers, nonprofits, hospitals and 
other clinical environments, as well as from having 
direct experience on federal agency audits and 
investigations of sponsored programs.

DEPARTMENT/CENTER
TOTAL 

AWARDS
HIGH RISK 
AWARDS

TOTAL 
EXPENDITURES

HIGH RISK 
EXPENDITURES

TOTAL 
PIs

HIGH 
RISK PIs

Mechanical Engineering 48 12 $10,645,342 $913,532 15 7

Microbiology & Immunology 51 9 $10,435,524 $940,598 25 8

Surgery 55 4 $3,903,227 $798,814 19 4

Materials Science 51 8 $3,343,241 $811,578 24 6

Medicine 48 6 $9,800,505 $2,304,688 21 6

Physics 28 6 $3,989,490 $316,459 13 5

Chemistry 32 4 $8,963,728 $953,068 16 2

EXPENSE CATEGORY

TOTAL AUDIT SCOPE TOTAL EXPENDITURES

Count of 
Transactions Expenditures

Count of 
Transactions Expenditures

% of Total 
Transactions 

(Exp. 
Category)

% of Total 
Expenditures 

(Exp. 
Category)

Awards 
Impacted

PIs 
Impacted

A. Capital Equipment 708 $5,345,123 53 $61,536 6.8% 1.5% 19 6

B. Non-Capital Equipment
(Computers/Laptops/Software) 603 $325,592 79 $36,697 5.8% 11.3% 30 19

C. Travel 28,678 $3,234,123 1,357 $247,700 5.1% 4.8% 103 12

D. Other 171 $3,929,412 17 $140,162 10.0% 3.6% 15 15

Total 30,160 $12,834,250 1,506 $486,095 27.7% 21.2% 167 52

*Illustrative example - not actual results

https://www.huronconsultinggroup.com/company/contact-us
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CONTRIBUTORS
This brief represents insights provided by the following Huron research experts:

Marisa Zuskar, director, has 13 years of experience 
with Huron and the research team, focusing on 
research transformation and compliance, both 
financial and regulatory. She has partnered with 
several institutions to facilitate the audit process, 
including the NSF Data Analytics Audits, and 
assisted with the institutional response to other 
compliance challenges such as award suspensions, 
internal whistleblower reviews and the annual Single 
Audit process. Marisa has led Huron’s efforts to 
integrate research compliance expertise with data 
analytics concepts and technologies to develop an 
effective, data-based approach to manage research 
compliance.

Contact Marisa at:  
mzuskar@huronconsultinggroup.com

Anne Sullivan Pifer, senior director, has 15 years 
of experience with Huron and the research team, 
assisting research universities and academic medical 
centers with reviewing and improving administrative 
operations, assessing their compliance with federal 
and other applicable regulations and enhancing 
institutional compliance programs. She assists 
research institutions with resolving compliance 
issues by working with legal counsel during 
internal investigations of potential non-compliance, 
supporting institutions during active audits or 
investigations from the federal government and 
calculating fair settlements based on data and 
regulatory interpretations.

Contact Anne at: 
apifer@huronconsultinggroup.com

https://oig.hhs.gov/reports-and-publications/top-challenges/2016/challenge05.asp
https://oig.hhs.gov/reports-and-publications/top-challenges/2016/challenge05.asp
https://oig.hhs.gov/reports-and-publications/archives/semiannual/2016/sar-fall-2016.pdf



